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5,7 Legal Notices

ContentWatch, Inc. makes no representations or warranties with respect to the contents or use of this
documentation, and specifically disclaims any express or implied warranties of merchantability or fitness for any
particular purpose. Further, ContentWatch, Inc. reserves the right to revise this publication and to make changes
to its content, at any time, without obligation to notify any person or entity of such revisions or changes.

Further, ContentWatch, Inc. makes no representations or warranties with respect to any software, and specifically
disclaims any express or implied warranties of merchantability or fitness for any particular purpose. Further,
ContentWatch, Inc. reserves the right to make changes to any and all parts of ContentWatch software, at any
time, without any obligation to notify any person or entity of such changes.

You may not use, export, or re-export this product in violation of any applicable laws or regulations including,
without limitation, U.S. export regulations or the laws of the country in which you reside.

Copyright © 2002-2006 ContentWatch, Inc. All rights reserved. No part of this publication may be reproduced,
photocopied, stored on a retrieval system, or transmitted without the express written consent of the publisher.

ContentWatch, Inc. has intellectual property rights relating to technology embodied in the product that is
described in this document. In particular, and without limitation, these intellectual property rights include one or
more pending patent applications in the U.S. and in other countries.

ContentWatch Trademarks

ContentWatch is a trademark of ContentWatch, Inc. in the United States and other countries.

ContentCleanup is a trademark of ContentWatch, Inc. in the United States and other countries.

Third-Party Materials

All third-party trademarks are the property of their respective owners.

ContentWatch, Inc.
2369 West Orton Circle
Salt Lake City, Utah 84119 U.S.A.

www.contentwatch.com

ContentCleanup 2.1 User Guide
June 2006
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5:7 Welcome to ContentCleanup

ContentCleanup™ is a simple-to-use tool that helps you identify, verify, and erase unwanted content from your
computer. Unwanted files are often in the form of hidden files or “cookies” which are difficult to identify and locate,
and almost impossible to delete. You may also have other difficult-to-find files—not all of which are necessarily
objectionable—that you want to delete. ContentCleanup can solve these problems plus help free up valuable disk
space on your hard drive, improving the performance of your PC. With ContentCleanup, you gain peace of mind
that your Internet experience won't be compromised by uninvited content.

The following resources are available to help you use ContentCleanup:
¢ The ContentCleanup User Guide is available in PDF format.
* A help system is available from the ContentProtect Help menu. It provides step-by-step instruction.

e Customer Support is provided at 1-800-485-4008 for questions and technical assistance. Customer
Support is available Monday through Friday, 8 a.m. to 5 p.m., Mountain Standard Time.

* Web-based Customer Support is available any time at info@contentwatch.com.

Documentation Conventions

A trademark symbol (® , TM, etc.) denotes a ContentWatch™ trademark. An asterisk (*) denotes a third-party
trademark.

Cf./) System Requirements and Key Features

System Requirements
e PC or compatible 133 MHz or faster processor
*  Microsoft* Windows* 2000/XP
e 128 MB RAM minimum, 256 MB RAM recommended
e 25 MB hard drive space
e Color monitor with a minimum 1024x768 resolution
* Internet connection

Key Features

¢ Thumbnail view — View thumbnails of each file to determine suitability, or open the original file for further
inspection.

e Blur technology — Blur thumbnails to avoid exposure to objectionable or disturbing content.

* New File Types — ContentCleanup scans and categorizes all Internet-related files, images, video, audio,
text, and programs.

e Categorization — Each discovered item is sorted into categories, such as pornography, adult/mature,
drugs/alcohol, intimate apparel, hate/violence, etc.

¢ Quarantine — Move objectionable items to your encrypted quarantine folder for later review or deletion.

* Reporting — View a summary of each scan, including number of items found, items quarantined, items
deleted, etc.

¢ Advanced Options — Customize scans to only include specific types of files, hard drive locations, file
sizes, etc.

* Automatic Updates — With state-of-the-art technology, ContentWatch updates ContentCleanup with the
latest lists, definitions, and technology as they become available. This process can happen automatically
or manually, depending on user preference.

Clw ContentWatch, Inc. / ContentCleanup User Guide
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5:7 Installing ContentCleanup

Important: You must have an Internet connection to register ContentCleanup™. If you have a dial-up connection,

you should connect to the Internet before installing ContentCleanup.

To install ContentCleanup:
1. Double-click the ContentCleanup icon {7 to launch the installation.

2. When the ContentCleanup Setup Wizard launches, it is recommended that you close all other
applications before continuing with the installation. Click Next to continue.

& Setup - ContentCleanup |:”:|[z|

Welcome to the ContentCleanup
Setup Wizard
This will install ContentCleanup 2.1 on your computer.

It is recommended that you close all other applications before
continuing.

Click Next to continue, ar Cancel to exit Setup.

3. When the Warning screen appears, make sure you disable any firewall, anti-virus, anti-spyware, or other

Internet-related products that may be running on your computer. Click Next to continue.

& Setup - ContentCleanup |:”:|E|

‘Warning Jﬁ?

Please disable any Firewall, Anti-virus, Anti-spyware ar other internet-related products
befare cantinuing

< Back ” Mext > %J [ Cancel

ContentWatch, Inc. / ContentCleanup User Guide
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4. Atthe License Agreement window, carefully review the License Agreement. Select | accept the
agreement and click Next to continue.

& Setup - ContentCleanup

License Agreement bl
Please read the fallowing impartant infarmation before cantinuing. 5?

Please read the following License Agreement. Y'ou must accept the terms of this
agreement befare continuing with the installation.

HOME USE LICENSE AGREEMENT AND LIMITED WARRANTY

| >

MOTICE - READ BEFORE INSTALLING THIS PACKAGE E
SOFT'w/ARE PRODUCT LICENSE AGREEMENT OF Contentiw/atch ["ENDOR")

CAREFULLY READ THE TERMS AND CONDITIONS OF THIS AGREEMENT
BEFORE INSTALLING THIS SOFTWARE PRODUCT. INSTALLING THIS
SOFTWARE PRODUCT INDICATES YOUR ACCEFTANCE OF THESE TERMS
AND COMDITIONS. IF0U DO NOT AGREE WITH THE TERMS AND
COMDITIONS OF THIS AGREEMEMT. PROMPTLY RETURN THIS PACKAGE

|

(3) | accept the agreement

() | do not accept the agreement

[ < Back ” NEK[)V\I\JS[ Cancel ]

5. Enter your ContentCleanup registration number. Click Next.

If you purchased ContentProtect online or requested a trialware number, the registration number was

sent to you via email. If you purchased ContentProtect in a store, the registration number came with your
CD.

ContentAudit Registration

[content|watch.

INTERNET PROTECTION

Please provide your registration number:

1] [oo]-|

[ Mext = ] [ Cancel ]

6. Wait while ContentCleanup verifies and activates your registration number.

Note: You must have an Internet connection to complete this step.
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Select the location where you would like to install ContentCleanup. Click Next.

The default location is C:\Program Files\ContentWatch. To choose a different location, click Browse and
browse to the new location.

&= Setup - ContentCleanup

Select Destination Location
Where should CantentCleanup be installed?

’J Setup will install ContentCleanup into the following folder.

To continue, click Mext. If you would like to select a different folder, click Browse

| [ Erowse...

At least 32.9 MB of free disk space iz required

[ < Back ” Next)%[ Cancel ]

Specify the name of the Start Menu folder where you would like the ContentCleanup shortcuts to be
placed. Click Next.

The default Start Menu folder is ContentWatch. To choose a different folder, type a name in the text field
to create a new Start Menu folder, or click Browse and browse to a different Start Menu folder.

& Setup - ContentCleanup |._||_ %]
Select Start Menu Folder ?
Where should Setup place the progran's shortcuts? 5:?

Setup will create the program's shorteuts in the following Start Menu folder.

To continue, click Mext. If you would like to select a different folder, click Browse.

| [ Erovese:

[ < Back ” Next)kj[ Cancel

At the Ready to Install screen, click Install.
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& Setup - ContentCleanup

Ready to Install

Setup iz now ready to begin installing ContentCleanup on pour computer i?

change any zettings

Click Install to continue with the installation, or click Back if you want to review or

Destination location:

Start Menu folder:
Contenft atch

C:\Program FileshContentw/atch

[ < Back ” Install %J[ Cancel ]

ContentCleanup is installed to the selected destination location.

10. Click Restart to complete the ContentCleanup installation and setup.

Your computer automatically shuts down and restarts.

& Setup - ContentCleanup

Completing the ContentCleanup
Setup Wizard

To complete the installation of CantentCleanup, Setup must
restart pour computer.

ContentWatch, Inc. / ContentCleanup User Guide
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@ The ContentCleanup Interface

Before scanning your computer for the first time, take a moment to acquaint yourself with the different areas of the
ContentCleanup interface:

Menu Bar: Provides
access to program
features.

Tool Bar: Provides quick
access to commonly-
used features.

& Conte, tCleanup

—
o
!
Mew Scan
Basic View | Advanced Yiew
High Risk Ikems ] Tvpe Filename/LIRL User Last Accessed Categories o
L File ntuser.dat. LOG Administrator 6312006 7:25 PM <no data= i
Internet Ibems ] TXT File brndlog, bt Administrator 6/14/2006 7:38 PM Mone
HTHML File bookmarks, html Administrator &/ 12006 7:38 FM Shopping
Images On My Computer ] J5 File: prefs.is administrator 5/18/2006 2:27 PM <no dataz
55 File useri_hrome-example.css Administratar S/E2006 2:14 PM <no dataz
Vidzos On My Computer ] 35 File usarCantent-example. css Administratar S{1812006 Z:14 PM <no datazx
THT File: installed-extensions.txt Administrataor 6/14J2006 7:38 PM Mone
Audio On My Computer ] L0 File userinit.exe, 1136000 Adrninistrakar Si18i2006 2:06 M <no dataz
LG File userinit.exe. 1203.log Administrakor 5/18/2006 2:06 PM <no data=
Text Files On My Computer ] L0 File userinit.exe, 1340100 Adrninistrakar S/1Ei2006 2:06 FM <no datas
L File userinit,exe, 1540, log Administrator S/18/2006 2:06 FM <no data=
L File userinit.exe, 2020.log Administrator S/LEI2006 Z:06 FM <no dataz
Ar LG File userinit,exe, 392, log Administrator S/L8IZ006 Z:06 PM <no dataz
TXT File administrakbor@img.wmpl0.elsitiodc[ 11,62t Administrator A/14f2006 7:38 PM Mone
THT File: administrator@live365[ 1] bxt Adrinistrator 6/14J2006 7:38 PM Mone
THT File administrator@serviceswitching[1]. kxt Adrinistrator 6/14J2006 7:38 PM Tone
LG Filz UsrClass. dat.LOG Adrinistrakor 5/18/2006 2:18 PM «<no datax
%ML File WMSDKRS, XML Administrakor S/18/2006 2:20 PM <no data=
WA File sndrec.way Administrakor S/18/2006 2:06 M <no data=
Do File wirnmord, doc AOW{nistrakor 6/1302006 &:03 FM <no dataz
Do File wirwordz, doc Adminigkrator S/L8IZ006 Z:06 PM <no dataz
WPD File wordpfck,wpd Administhgar S/E2006 2:06 PM <no dataz
L3 File ntuser.dat, LG all Users S/18/2006 2:04 PM <no dataz=
L3 File drwtsn32.log all Users 6/5/2006 11:10 PM <no dataz=
BMP Filz Adrninistrator, brp all Users 6/14)2006 7:33 FM «<no datax R
nean i AT Lo A 14 adnmne e e RS g
|
I Scan Yiew

Navigation Pane: Allows you to Scan Results/Quarantine

filter scan results so only the
content types you want to
examine are displayed in the
Scan Results pane.

ContentWatch, Inc. / ContentCleanup User Guide

Pane: By default, lists content
detected during a scan. You can
perform a variety of operations
on items, including viewing
detailed information, displaying
items in their native viewers, and
placing items in quarantine for
later review. Can be switched to
Quarantine view to see
quarantined items.
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5:7 Updating ContentCleanup

You should check for ContentCleanup™ updates often to ensure that you have the latest ContentCleanup lists,
definitions, and technologies as they become available.

Important: You must have an Internet connection to update ContentCleanup™. If you have a dial-up connection,
connect to the Internet before checking for updates.

To check for ContentCleanup updates:

1. From your Windows Start Menu, select Programs > ContentWatch > ContentCleanup >
ContentCleanup.

The ContentCleanup program launches.

2. If the ContentCleanup Startup Wizard appears, click Close.

ContentCleanup

‘welcome to ContentCleanup. WWhat would you like to do?

@h Start A New Scan Now
A\

Run The Cleanup Wizard

View Your Quarantined Items

(] pon't show this dialog again,

3. From ContentCleanup’s menu bar, select Help > Check for Update.

-

& ContentCleanup

File Actions Wiew N3

ContentCleanup Help

“ Cnline Help
Cnline FAQ

New Scan cl

Basic Yiew | Advanc
About ContentCleanup

[ ]y S T )

If updates are available, an update wizard appears. Step through the wizard to download and install
program updates.

C " ContentWatch, Inc. / ContentCleanup User Guide
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ﬁPScanning Your Computer

Once you have finished installing ContentCleanup™, you can run the program and scan your computer for
guestionable or unwanted content.

Note: ContentCleanup does not allow you to save scan sessions; therefore, you must perform a new scan each
time you run ContentCleanup.

To scan your computer with ContentCleanup:

1. From your Windows Start Menu, select Programs > ContentWatch > ContentCleanup >
ContentCleanup.

The ContentCleanup program launches and the Startup Wizard appears.

2. Click Start a New Scan Now.

ContentCleanup

‘welcome to ContentCleanup. WWhat would you like to do?

p& Start A New Scan Now

Run The Cleanup Wizard

View Your Quarantined Items

(] pon't show this dialog again,

ContentCleanup scans the “C:\Documents and Settings” folder and all its subfolders on your hard drive.
The “C:\Documents and Settings” folder is the default location where users’ Internet-related content (such
as web browser cache, history, cookies, etc.) and a variety of other user-specific information is stored on
your computer.

If you have customized your computer so that users’ Internet content is stored in a different location, or if
you want to scan other folders where you think users might store content they have downloaded from the
Internet or obtained from some other source, you can add those folders to ContentCleanup’s scans. For
information on how to do this, please see Setting Scan Locations on page 21.

3. When the scan is complete, click View Results.

Scan Progress - Done b_(l

Currenk Target
Dirgckory:

File::

Results

Total Ikems H T
High Risk Items : &7
Internet Ikems 379
Image Items 1252
Yiden Tkems P
Audio Tkems H
Text Items ¢ 210

C e ContentWatch, Inc. / ContentCleanup User Guide
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4. ContentCleanup displays the results of the scan.

& ContentCleanup

File  Actions  View Help
s 7
ol 7
|\ 7
Mew Scan Cleanup Wizard Settings View Quarantine
Basic View | advanced view | Select A n ) Quaranting
High Risk Items FilenarmeIRL User Last Accessed
ntuser,dat, LoG Administrator B312006 725 P
Internet Tkems i brndlog. k=t Administrator 6/15/2006 7:54
bookmarks . html Administrator 6/15/2006 7:54 1
Images On My Camputer i prefs.js Administratar 5/18/2006 2:27 |
user_hrome-example.css Administrator S/18/2006 2:14 1
Videos On My Computer i user_ontent-example.css Administrator S/18/2006 2:14 1
inskalled-extensions, bxk Administrator 6/15/2006 7:54 1
Audio On My Camputer i userinit.exe, 1136, log Administratar 5/18/2006 2:06
userinit, exe, 1208, log Administrator 511812006 2:06F
Text Files On My Camputer i userinit.exe, 1340, log Administrator S5/18/2006 2:06
userinit, exe, 1540, log Administrator S/18/2006 2:061
userinit, exe, 2020, log Administrator 51812006 2:06F
userinit, exe, 392 . log Administrator 51812006 2:06F
administrabor@img winpl0.elsitiodc[1].kxk  Administrator B/15/2006 7:94 |
administrator@live365[1].Ext Administrator 6/15/2006 7:54 1
administrator@serviceswitching[ 1].kxt Administrator 6/15/2006 7:54 |
Isrlass dat LG Administrator 511812006 2:18F
WMSDEMS, AML Administrator S/18/2006 2:201
sndrec.way Administrator S/18/2006 2:061
wirword, doc Administrator 611312006 S:03F
winwordz, doc Administrator 511812006 2:06F
wordpfck, wpd Administrator 51812006 2:061
nkuser,dat, LoG all Users S/18/2006 2:04 1
driwtsn3z. log all Users B/5f2006 11:10F
Administrator,bmp all Users 611512006 7:54 |
acmerrT Lo slarlamms 2.rar
1
I Scan Yiew

For information about how to interpret scan results, please see Viewing Scan Results on page 13.

For information about how to clean up content items discovered by a scan, please see Cleaning Up
Content on page 17.

C " ContentWatch, Inc. / ContentCleanup User Guide
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5:7 Viewing Scan Results

Once ContentCleanup™ has completed its scan and the results are displayed in the Scan Results pane, you can
begin to review detected items to determine if questionable or objectionable content exists on your computer.

There are several things you can do with scan result items to determine their nature, where they came from, and
who has been viewing them. Specifically, you can do the following:

Control how thumbnails are displayed
Filter items so that ContentCleanup only displays the types of items you want to review

View detailed information about items (such as item type, file name and location, web address (URL), the
user who was logged on when the item was downloaded, when the item was last viewed, what content
category the item belongs to, etc.)

Open items in their default viewers (for example, open a picture in a graphics program, a video in a media
player, a document in a text editor, a web page in a web browser, etc.)

Open the folder where the item is stored on your hard disk

Controlling How Thumbnails Are Displayed

Before reviewing items in the Scan Results pane, you can blur or turn off thumbnails (that is, the miniature
representations of picture files) if you do not want to clearly view pictures that you may find offensive or disturbing.

To change the display mode for thumbnails:

1. Above the Scan Results pane, click View Thumbnails to toggle thumbnail view on or off.

Select Al Yiew Thumbnails (N ﬂ Select Al Yiew Thumbnails (CFF) E
Type Filenamme
BMP File Administrator, brp
BMP File ASPMET.brmp
BMP File Documentor, brmp
BMP File quest. brp
BMP File airplane. bmp
BMP File astronaut. brp
Adrinistratar. ., ASPMET . brnp EMP File ball.brp
BMP File beach.brmp
BMP File butkerfly, brp
BMP File car.bmp
2. If thumbnail view is on, click Blur Images to toggle image blurring on or off.
Yiew Thumbnails (OM) | -Blur Images (OFF) E Select all Yiew Thurnbriails O}
&)
e .'yt
| _.-"
w’ E
Administrator. ., ASPMET.bmp Daocumentar.... Adrinistrakor. . ASPMET.brnp Documentor. ...
C " ContentWatch, Inc. / ContentCleanup User Guide
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Filtering Items

ContentCleanup offers several filtering options to help you narrow down your search for unwanted content on
your computer. The Navigation pane contains two types of views: Basic and Advanced.

Basic View

Biasic Wiew | Advanced Wiew

High Risk Items

Inkernet Ikems

Images On My Computer

Audio On My Compuker

Videos On WMy Computer |

Text Files On My Computer

The Basic View lets you filter scan results by the following types:

High Risk Items — Items that belong to a category ContentCleanup recognizes as questionable or offensive, such
as gambling, hate and violence, pornography, etc. You can customize ContentCleanup to classify any of the
available content categories as “high risk.” Please see Reclassifying Categories on page 23 for more information.

Internet Items — Items that are specifically tied to Internet activity, such as browsing history, cookies, and files
stored in the browser cache.

Images On My Computer — Pictures stored on your computer, whether or not they were downloaded from the
Internet. By default, ContentCleanup only displays image items located in the “C:\Documents and Settings” folder
and its subfolders. You can configure ContentCleanup to look for images (as well as any other content type) in
other folders on your hard drive besides just the “C:\Documents and Settings” folders. For information on how to
do this, please see Setting Scan Locations on page 21.

Videos On My Computer — Video files stored on your computer. By default, ContentCleanup only displays video
items located in the “C:\Documents and Settings” folder and all its subfolders.

Audio On My Computer — Audio files stored on your computer. By default, ContentCleanup only displays audio
items located in the “C:\Documents and Settings” folder and all its subfolders.

Text Files On My Computer — Text files stored on your computer. By default, ContentCleanup only displays text
documents located in the “C:\Documents and Settings” folder and all its subfolders.

Advanced View
Basic Wiew I—

= All lkems (588) -~
(=) Internet Tkems {397)

Images (211}

Yideo (7)

Audio (0)

Text (63)

Hiskary {577

Cookies (59)

Faorm Data (00

(= Mon-Internet Thems (191)
Images (33)

Video (0)
Audio (&)
Text (152)

[=)-High Risk Category Items (67)
Pornography (00
AdulejMature (0}
Intimake Apparel (67)
Illegal Activities {0}
Hate/violence {00
Drugs/alcohal {00
Gambling ()

(=) Other Category Items {1813
ads (23
Email {0} i

Clw ContentWatch, Inc. / ContentCleanup User Guide
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The Advanced View helps you perform a very granular, focused review of the content on your computer. ltems
are grouped into four main types:

Internet Items — Items that are specifically tied to Internet activity, such as browsing history, cookies, and files
stored in the browser cache.

Non-Internet Iltems — ltems that may have come from a wide variety of sources, including the Internet, but that
cannot be directly traced to web browser activity. Files downloaded from the Internet can fall under this group if a
user manually saved the files to a location outside the browser cache (for instance, by right-clicking an image
displayed in a web browser and selecting Save Picture As).

High Risk Category Items — Items that belong to a category ContentCleanup recognizes as questionable or
offensive, regardless of where the items came from. You can customize ContentCleanup to classify any of the
available content categories as “high risk.” Please see Reclassifying Categories on page 23 for more information.

Other Category Items — Items that belong to ContentCleanup categories that have not been classified as “high
risk.”

These four main groups are further broken down into data types (images, video, audio, etc.) and content
categories (pornography, drugs/alcohol, ads, news, etc.), allowing you to perform highly focused content reviews.

Viewing Detailed Item Information
To quickly view detailed information for an item:

1. Inthe Scan Results pane, double-click the item whose details you want to view.

Wiew Thumbnails (OFF) |§ Blur Images (OM) || Quaranting

Type Filename URL Address

SWF File FC_2_3_Pie3D[1].swf http:fferelay. co
SWF File FC_2_3_Bar2D[1].swrF hktp:fferelay. co
SWF File specialdeliveriesomicron[ 1].swk http:jfimages.a
SWF File a920_st_Z20x40_15k_1[1].swf http: ffimg-cdn,

SWF File scoreboard[1].swf

SWF File:

crd_lre_PassMen lashi30k15sec_Think. ..

The Item Details dialog appears, displaying all available information about the item, including its filename,
where it is located on your hard drive, what web address it came from (for Internet items), which user it
belongs to, when it was last accessed, and other details.

Open File

Open URL
Open Containing Faolder

Filename: CAREKMRL, swf ~
Directary: C:\Documents and Settings\DocumentaoriLocal
Settingsi Temp’ Temporary Internet FilesiContent. JES Y W1CZGEVRY
URL Address:
http:ffi.cnn.netfsifads 2006/ 2/5 /04714124 _06_F28:090_ste swivclic
kTag=http%:34/ad doubleclick. netclick?: 253Bh % 30vE % FC3404%:
TR 0% T %252a% 7 k% 2536271191 1 296, 253B0-0%25380%:2
53BE 746505 % 255634 54- 7 25% FC90%: 2536148047 00 % 7C 14522602
% T % 253092536 % 25 TEsscs % 25309 253 htkps 3L 34/ fsubs bimei
nc.netfCampaignHandler|si_sb40camp¥3Fsource_id%:305

Filesize: 58 KB

£

Close

2. To review the item further:
e Click Open File to view the item in its default viewer.
e Click Open URL to visit the item’s originating website (for Internet items only).
e Click Open Containing Folder to open the folder on your hard drive where the item is stored.

C e ContentWatch, Inc. / ContentCleanup User Guide
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5? Viewing Reports

ContentCleanup can generate reports to give you a quick overview of the categories and types of content on your

computer, and how items are distributed among these categories and types.

To generate a content report for your computer after you have run a scan:

1. On the tool bar, click View Reports.

i ContentCleanup

File Actions ‘iew Help

22 il

Tew Scan Cleanup Wizard Wigm Feports

Basic Wiew | Sdvanced Yiew E
=1 Al Thar = A1 ~

The report window appears, showing how items from the scan results are distributed among the various

content categories and types.

Scan Reports

Charts

Categories

MNews

Sports
Kids
Travel

Ads

Instructional
Intimate Apparsl

Family Resources

Search Engines/Portalz
Shopping

Types

Internet

Internet Images _211
Intemet video 7
internet Text [T
Internet History -ST
Internet Cookies -59

Mon-Internet a1
Non-Intemat Images 133
Hon-Internet Audio lE

Maon-Internet Text _1 62

a0 160 240

320

297

2. If desired, you can click Print in the report window to print out the report.

C " ContentWatch, Inc. / ContentCleanup User Guide
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5:7 Cleaning Up Content

After you have run a scan and decided what content you do not want to have on your computer, you can take
steps to remove the content from the computer or move it to a protected location for more detailed review later.

Deleting Individual Items

To remove individual items from your computer:

1. Inthe Scan Results pane, select the items you want to delete.

Note: You can select more than one item at a time by pressing down and holding the Ctrl key (to select
non-adjacent items) or the Shift key (to select blocks of items), and then clicking the items.
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2. Click Delete Selected.
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3. When asked to verify that you want to permanently remove the items from your computer, click Yes.

ContentCleanup

) Deleted ikems cannok be recovered,
) Do wou want ko continue?
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4. When you are notified that the items were successfully deleted, click OK.
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Placing Items in Quarantine

If you want to remove objectionable content from your computer, but you have identified items you would like to
investigate further before you delete them, you can place these items in quarantine. ContentCleanup stores the

items in a protected location, accessible only through ContentCleanup.

Placing items in quarantine is useful in the following situations:

e You are not completely sure about the nature of an item and you want to put it out of users’ reach until

you have an opportunity to review the item in more detail later.

e You want to save an item as evidence or proof so you can discuss it later with its owner, and you do not

want users to be able to access the item in the meantime.
To place items in quarantine:

1. Inthe Scan Results pane, select the items you want to quarantine.

Note: You can select more than one item at a time by pressing down and holding the Ctrl key (to select

non-adjacent items) or the Shift key (to select blocks of items), and then clicking the items.
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ContentCleanup places the selected items in quarantine.

3. When you are natified that the items were successfully quarantined, click OK.
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Processing Quarantined Items
To view and process quarantined items:

1. On the tool bar, click View Quarantine.

i ContentCleanup
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The Scan Results view changes to Quarantine view. You can perform all the same operations on
guarantined items as you can on scan result items, including controlling the thumbnail view, viewing item
details, opening items in their default viewer, and deleting items.
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2. If you would like to move items out of quarantine and make them accessible to users again
a. Select the items you want to remove from quarantine.
b. Click Restore Selected.
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c. Browse to the location on your hard drive where you want to restore the items. Click OK.
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Choose a directory to place restared items. .
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d. When you are notified that the items were restored successfully, click OK.
The restored items disappear from the Quarantine view.

3. To switch back to the Scan Results view, click View Scan Results.
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Running the Cleanup Wizard

The Cleanup Wizard lets you perform a quick, thorough purge of Internet-related content on your hard drive. It
finds and cleans all Internet content, including items that your browser’s own purge features may ignore and leave
on your hard drive.

To run the Cleanup Wizard:

1. On the tool bar, click Cleanup Wizard.

&= ContentCleanup

File Actions View Help
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Mew Scan Cleanup Wizard
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2. Select the types of Internet content you want to purge and click Cleanup.

ContentCleanup

What would vou like ko clean?
Internet Files {recommended)
Intermet Hiskary (recommended)
Internet Cookies (recommended)

[ ]Internet Farm Data

[ Zancel ] I Cleanupkl

3.  When you are notified that the cleanup is finished, click OK.
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@ Customizing ContentCleanup

You can customize a variety of ContentCleanup settings, including what folders ContentCleanup scans, which
types of items it scans for, how content categories are classified (“high risk” or “other”), and a few default display
options.

To access ContentCleanup’s settings, click Settings on the tool bar.
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Setting Scan Locations

By default, when ContentCleanup performs content scans, it only examines the “C:\Documents and Settings”
folder and its subfolders. If users’ Internet content is stored in a different location, or if you want to scan other
folders where you think users might store questionable content, you can add those folders to ContentCleanup’s
scans. You can also tell ContentCleanup to ignore certain folders when it performs scans.

To specify which locations you want ContentCleanup to scan:

1. Inthe ContentCleanup Settings screen, select the Scan Locations tab.

ContentCleanup Settings

Scan Lﬂgﬁﬁns |Scan Types | Categaories | Advanced Options

Choose the locations ko scan.

Profiles Directory (Documents and Settings)
[ all Local Hard Drives
[Jinclude the Following Directaries

Directary Add Directory
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[ 1anare the Following Directories

Directory Add Directory
Remove Directory

Load Defaults

Cancel ] ’ Save ]
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2. Specify the locations you want ContentCleanup to scan.

e To make ContentCleanup scan all folders on all hard drives in your system, select All Local Hard
Drives.

e To make ContentCleanup scan a specific folder, select Include the Following Directories and click
Add Directory; then browse to and select the desired folder.

e To make ContentCleanup ignore certain directories when you have selected the “All Local Hard
Drives” scan option, select Ignore the Following Directories and click Add Directory; then browse
to and select the folder you want ContentCleanup to ignore.

3. Click Save.

Setting Scan Types

To choose the types of items ContentCleanup should scan for:

1. Inthe ContentCleanup Settings screen, select the Scan Types tab.

ContentCleanup Settings

Scan Locations | Scan Types |Categ0ries advanced Cptions

Choose the types of iteths ko scan far,

= ¥ Item Groups = ¥ File Types
=¥ Internet ¥ Images
¥ Images v videa
¥ video ¥ Audio
¥ audio W Text
¥ Text
[ History
W Cookies
¥ Form Data
= [# Maon-Internet
¥ Images
¥ videa
[+ Audic
¥ Text

Ignore image files smaller than | 2048 bytes
Load Defaults

[ Cancel ][ Save ]

2. Expand the “+” sign next to item groupings to display all item types.
3. Mark items you want ContentCleanup to scan for, and unmark items you want ContentCleanup to ignore.

4. If you want ContentCleanup to ignore image files (i.e., pictures) that are smaller than a specific size,
select Ignore Image Files Smaller Than and type the desired size in the Bytes field.

5. Click Save.
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Reclassifying Categories

To change a category classified as “Other” to “High Risk” (or to change a category classified as “High Risk” to

“Other”):

1. Inthe ContentCleanup Settings screen, select the Categories tab.

ContentCleanup Settings

| Scan Locations || Scan Types | Categories |F'.dvanced Options|

Change the order and grouping of catBgories,
High Risk Categories Change Group
Pornography
Adulkjrature
Intimate Apparel
Tlegal Activities _
Hateviolence
Drugs)alcohol
Gambling
Other Categaries ke
ads
Ernail
Chat Site =
Employment/Career
Farily Resources
Financial/Stocks
Games
Government

| HealthiMedicine v

Load Defaults
’ Cancel ] ’ Save ]

2. Select the category you want to reclassify and click Change Group.

The category is moved to its new group.

3. To change how a category is sorted within its group, select the category and click Move Up or Move

Down.
4. Click Save.
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Setting Advanced Options

To change the defaults for basic display settings in ContentCleanup:

1. Inthe ContentCleanup Settings screen, select the Advanced Options tab.

ContentCleanup Settings

| Scan Locations | Scan Types || Categaries | P.dvancec[lﬁ\(;ptions

Set general and advanced program options.

Blur &l Images
Show Confirmation Dislog Before Deleting Ikems

Autornatically Show Startup Wizard

[ Cancel ][ Save ]

2. Choose the default display options for the following:
e  Thumbnail blurring
¢ Confirmation dialog when deleting items

o Displaying the Startup Wizard when ContentCleanup starts

3. Click Save.
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